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Technologies in the digital world have driven much progress and comfort 
to humankind, although their improper use has also caused health problems. The 
radio needed 38 years to reach 50 million users, while television needed 14 years, 
and the Internet only four years. In nine months, Facebook reached 100 million 
users, while WhatsApp went from 215 users in 2013 to 450 million in 2014. 
The speed of these new medias is very high. Children and adolescents rapidly 
assimilate the new digital technologies, while society fails to keep pace with them 
and problems related to abusive use are steadily rising. 
Some	Problems	in	the	Post-Modern	World
•	 Delivery	 World:	 Teenagers are growing up in a world of throwaway 

relationships, with immediate solutions and little space for waiting and 
maturing. 

•	 Paradigm	thought	suppression:	Impulse-Thought-Action (Impulse-Action). 
Due	to	poor	tolerance	of	frustration,	difficulties	in	postponing	the	materializa-
tion of the wishes and unconstrained impulses, teenagers act without thinking, 
frequently driven by impulses followed by action.1 

•	 Generation	fast-everything	generation: Everything has to happen quickly, 
ready for immediate consumption. 

Digital	World	
There are two generations in the digital world. 

Digital	Natives are people who grow up with digital technology (computers, 
Internet, mobile telephones, MP3) or those born after 1980. 
Digital	Immigrants are people who grew up without digital technology and 
adopted it later, or were born before 1980. 
Both generations are living in the same world at the same time. This is 

the first time in the history of humankind that a younger generation is better 
informed about its (digital) technology than the older generation. However, digital 
immigrants will be important for continuing to stimulate the ability to think 
and solve real-world problems. Digital immigrants must build up an important 
reference memory, as the time will come when there will be only digital natives.
Neuroplasticity	

This is an ability of the Central Nervous System (CNS) to modify its 
functions and reorganize itself in structural terms in order to adapt to injury or 
environmental alterations. Early frequent use of digital technologies may, in the 
view of the adult, be just a matter of distraction, but for the child (0 to 2 years old) 
this may influence development and shape behavior.
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Until two years of age, children learn through their senses and the motor 
area, by exploring the same object in different ways and thereby solving problems 
through trial and error. An excessive exposure to technologies (mobile telephones, 
internet and iPads) may trigger alterations in cerebral development, possibly 
causing deficits in attention and executive functioning, in addition to cognitive 
delays, with adverse effects on learning and greater impulsiveness. 
Cybercrimes
•	 Cyberbullying:	This is a type of violence against someone perpetrated 

through the Internet or other related technologies designed to intimidate 
and express hostile feelings (schoolmates, teachers or even unknown peo-
ple) defaming, insulting or attacking them in a cowardly manner. When cy-
berbullying involves the public display of an intimate picture for a variety 
of reasons (from cheating to ignorance) this may cause psychiatric diseases 
and even suicide. 

•	 Sexting:	This is the act of sending messages, photographs or videos with 
highly erotic and pornographic content, forwarded electronically, mainly be-
tween mobile telephones and smartphones. Some facilitating factors: girls 
failed to realize that a picture of them may be seen by other people, unaware 
of the consequences of its display and pressure from partners. 

Prevalence of sexting: 
Among adolescents between ages 11 and 17 years, 38% have received messages 
with explicit sexual content, and 70% know senders 2. 
•	 Grooming:	This is sexual harassment of minors over the Internet, using a 

strategy of empathy and building up links, focused on youngsters who are new 
to the Internet and necessarily requiring a webcam. 

What	to	do	about	cybercrimes:	
1. Children and adolescents must ask a responsible adult for help as quickly as 

possible, ideally from their parents. 
2. They should not give in to blackmail nor provide any further personal 

information. 
3. Evidence must be kept and passwords changed. 
4. Report the crime.
New	Internet	Framework	Act	(MCI)	–	Law	Nº	12,965	

Some important information: minors under 13 years old are forbidden to 
have Facebook, Twitter and Instagram accounts. Article 307, Criminal Law Code: 
crime of “false identity”. Penalty of detention for three months to one year, or fine, 
should the fact not constitute an element in a more serious crime. 

Article	21	allows victims to ask providers to remove content consisting of 
nude pictures of them with no need for a lawyer or the Courts. This Article has 
been of great help to victims (children and adolescents) and their families. 

Article	 241	 of	 the	 Children’s	 and	Adolescents’	 Statute	 (ECA) makes 
the sexual exploitation of children and adolescents over the Internet a crime, 
with penalties that vary from 2 to 6 years in prison, and 3 to 8 years should the 
perpetrator deploy an advantage in terms of assets or position.
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Health	Hazards	in	the	Digital	World	
•	 Internet Addiction (ID) 
•	 Assorted risks 
•	 Shyness 
•	 Sleep alterations 
•	 Anxiety disorder 
•	 Obsessive-compulsive disorder (OCT) 
•	 Attention	deficit	/	hyperactivity	disorder	(ADHD)
•	 Depression 
•	 Suicide 
Internet Addiction (ID) 

This appears as an inability to control increasing Internet use that in turn 
leads to progressively weaker control with rising emotional discomfort, rated as a 
disease by the DSM-V. 
Internet	Addiction	Diagnosis	Criteria:	
1. Excessive concern with the Internet. 
2. Irritability and/or depression when Internet access is limited. 
3. Spending more time on line than scheduled and lying about it. Jeopardizing 

classroom performance, together with family and social relationships 
through Internet use. 

4. Internet Addiction Test (IAT) 
The Internet Addiction Test (IAT) is the first validated tool for assessing 

Internet addiction 3. 
The test consists of answering twenty questions on recreational use only, not 

taking Internet time for work or study into consideration. The test is completed 
through the five-point Likert scale: Not applicable = 0; Rarely =1; Sometimes =2; 
Frequently =3; Generally = 4; Always= 5. 

1. How often do you think you spent more time online than you meant to? 2. 
How often do you neglect household chores in order to spend more time online? 
3. How often do you prefer the excitement of the Internet to intimacy with your 
partner? 4. How often do you build up new relationships with online friends? 
5. How often do other people in your life complain to you about the amount of 
time that you spend online? 6. How often do your grades or homework suffer due 
to the amount of time that you spend online? 7. How often do you check your 
email before anything else that you need to do? 8. How often does your work 
productivity or performance suffer because of the Internet? 9. How often do you 
feel on the defensive or keep secrets when someone asks you what you do online? 
10. How often do you block out disturbing thoughts about your life with light 
thoughts from the Internet? 11. How often do you find yourself thinking about 
when you will go back online again? 12. How often do you fear that life without 
the Internet would be boring, empty and lacking in charm? 13. How often do you 
blow up, shout or show irritation (a) if someone bothers you while you are online? 
14. How often do you loose sleep or stay logged on (a) until late at night? 15. How 
often do you feel worried about the Internet (a) when off-line or fantasize that you 
are online? 16. How often do you catch yourself saying “just a few more minutes” 
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when you are online? 17. How often do you try to cut back on the amount of time 
you spend online and are unable to do so? 18. How often do you try to disguise 
the amount of time you spend online? 19. How often do you decide to spend more 
time online instead of going out with other people? 20. How often do you feel (a) 
depressed, (a) grumpy or (a) uptight when off-line, with these feelings vanishing 
as soon as you get back online? 3

The interpretation of this test is simple and direct, merely adding together 
the points for the questions answered and checking the following table in order to 
find the category: 

Normal Time: 0 - 30 points Mild Addiction: 31 - 49 points Moderate 
Addiction: 50 - 79 points Severe Addiction: 80 - 100 points 
Treatment	
1. Behavioral Cognitive Therapy (BCT)
2. 12-Step Program (Similar to Alcoholics Anonymous)
3. Family Therapy and Group Therapy
4. Treatment with drugs, depending on each case and if there is any associated 

convenience 
5. Some more radical treatments have been used in Asia, such as 

Electroconvulsive Therapy (ECT) in China. 
The	Family	

The families of Internet addicts are often dysfunctional, particularly in areas 
related to affection, setting boundaries and roles in the family structure. It is 
hard for teenagers to learn how to handle their feelings when living in a setting 
where emotions are not expressed, discussed or poorly tolerated. Through this, 
youngsters learn that they must deal with their effective problems and distress 
by themselves. Adolescents often deny or minimize the difficulties caused by 
addiction, although they admit that they have many problems at home. Shyness
Shyness

This is a psychological process that inhibits the actions of the person. A 
study of 1158 youngsters between 10 and 17 years old in Amsterdam showed 
that shy people made more friendships online than their outgoing counterparts, 
in order to offset their lack of social skills 4. The complication is that this may 
develop into social phobia. 
Sleep

Sleep is an altered state of conscience that is complementary to wakefulness, 
consisting of the temporary suspension of perceptive-sensorial and voluntary 
motor activities. In human beings, the complete cycle is divided into five stages, 
lasting an average of 90 minutes and repeated 4 to 5 times during normal sleep. 
The cycle consists of Stages 1 to 4, called Non-Rapid Eye Movement (NREM), 
with the last stage being Rapid Eye Movement (REM). The average amount of 
sleep in 24 hours varies by age, with 75% being NREM sleep and 25% REM 
sleep. At five years old, 11 hours of sleep are needed; 9.7 hours at 10 years old; 
and 8.5 hours during adolescence. 

A study conducted in the town of Alfenas (Brazil) with a hundred and sixty 
youngsters between 15 and 18 years old using the Pittsburgh Sleep Quality Index 
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(PSQI) concluded that 65% of youngsters using the Internet during the night 
were sleepy in the course of the day, with adverse effects on sleep quality and 
classroom performance 5. 

Hormones produced during sleep include melatonin, cortisol, leptin, 
interleukins and insulin; lack of sleep results in alterations to the production of 
several hormone 6. 
Anxiety	Disorder	

The Internet is often used to ease these tensions, with the time spent 
rising steadily, until reaching the point of Internet addiction. The opposite may 
sometimes occur, with youngsters becoming anxious when not on the Internet or 
waiting for messages.

Rising Internet usage time is related to poorer quality interpersonal 
relationships and more anxiety symptoms7. 
Social Phobia 

A person with social phobia tends to use networks and games in a dependent 
manner, attempting to avoid or forget problems. In this case, Internet addiction is 
not identified by the amount of time spent online, but rather by the things set aside 
in order to stay connected. With social phobia, people may find an alternative 
source of social support on the Internet, with no need for a real-life society. 

In a study, Caplam shows that university students with difficulties in social 
relationships are more likely to prefer online social interactions to face-to-face 
communications, presenting excessive Internet use 8. 
Obsessive-Compulsive	Disorder	(OCD)

There are many similarities between compulsive behaviors and Internet 
addiction: the distress prompted by the inability to perform the act; the emotional 
symptoms of withdrawal, such as tremors, sweating and tachycardia; the 
compulsive and repetitive nature of the attitudes; their importance in the person’s 
life; adverse effects on the quality of family, professional, affective and social life.

Compulsive behavior is becoming increasingly more frequent in online 
gaming, sex and pornography, as well as online shopping and checking emails, 
resulting in excessive Internet use. Obsessive-compulsive symptoms were 
associated with excessive Internet use in a survey of 328 high school pupils 
between 15 and 19 years old in South Korea 9. 
Attention	deficit	/	hyperactivity	disorder	(ADHD)

Some studies confirm that ADHD associated with Internet addiction 
exacerbates the symptoms of Attention Deficit/Hyperactivity Disorder. ADHD was 
shown to be a significant predictor of Internet addiction, with impulsiveness being 
the main predictor among boys, and attention disorder among girls (Ko et al) 10. 

The symptoms of ADHD and ID of games may share a two-way relationship, 
where ADHD systems make gaming attractive, while the games exacerbate 
ADHD symptoms. The use of methylphenidate in children with ID and ADHD 
resulted in improvement in both pathologies 11. 

A study of 2144 high school pupils in Taiwan showed that ID is associated 
with ADHD symptoms, with impulsiveness found only in teenage boys 12. 
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Depression 
Excessive Internet use is associated with depression, but we do not know 

which comes first: whether depressed people are attracted to the Internet, or 
whether the Internet itself causes depression 13. 

A total of 1041 Chinese teenagers between 13 and 16 years old were 
interviewed, with no signs of depression at the start of the study. Nine months 
later, those making excessive use of the Internet had developed depression twice 
as frequently as those using it only moderately 14. 

A study conducted by Notre Dame University in Australia in 2009, enrolling 
1618 Chinese adolescents, showed that heavily addicted students s were five times 
as likely to engage in self-aggression than those not addicted to the Internet 15. 
Suicide	

Internet addiction is the third most important cause of death among 
adolescents in South Korea and the USA. A study of 1670 high school students 
reached the conclusion that youngsters with Internet addiction had more 
depression and suicidal ideation 15. 

At Hefei in China, the Epidemiological Studies Centre assessed a total of 
3507 urban teenage schoolchildren for Internet addiction and suicidal behavior 
and reported that: 5.2% of the students were diagnosed with Internet addiction; 
among these students, 27. 4% reported suicidal thoughts; 9.5% had a plan and 
2.6% had attempted suicide 16. 

A study analyzing searches on websites including Google, Yahoo, MSN and 
ASK found 480 websites when taking in key words and phrases such as “suicide”, 
“suicide methods” and “how to kill yourself”; nearly half of these websites 
provided information on methods 17. Internet suicide is a suicide pact when two 
or more people agree to commit suicide together at a pre-defined place and at a 
specific time. Information on the suicide pact is released on the Internet, including 
the exact time and date, as well as information on the suicide methods that will 
be used. 
Treatment	

The most frequent options are Behavioral Cognitive Therapy (PCT), 12-Step 
Programs, Family Therapy, Group Therapy and Drug Treatment.

When treating adolescents with Internet addiction, it is extremely important 
to involve the entire family. Using Internet with moderation, limiting time. It is 
not possible to forbid the access, but is necessary reshape the identity of someone 
using the Internet for entertainment. It is a kind of "learning again" how to use it. 

Simply pulling out the plug may make the teenager aggressive, leading to high-
risk situations. Psycho-pharmacological approaches may use selective serotonin 
reuptake inhibitors (SSRIs), mood stabilizers, opioid receptor antagonists and 
some anti-psychotic drugs for treating Internet addiction and its comorbidities18. 
Prevention	

It is important for the adult world to adopt a firmer stance and eliminate 
feelings of guilt that are so common in this century, due to having limited time 
available for children, avoiding compensatory actions designed to make up for 
absences: relationships are not grounded on time, but rather quality. Prevention 
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is always the best treatment, with the first five years of life being crucial for 
confirming affection and establishing boundaries. The best protection for 
adolescents lies in the quality of their relationships with their families.

Parental control software (Family Safety and Macfee) must be installed on 
home computers. 

Access the Safernet Brasil website (a non-profit civil society organization 
focused on protecting and promoting human rights on the Internet) for information 
and advice on safe Internet use. Education in digital technology use at appropriate 
ages is also needed, together with limits for online use. 
Conclusion	

Adolescents have twice as much Internet addiction as adults. The digital 
generation grew up in a context where virtual life is merely part of daily routines. 
In the XXI century, with its characteristics of hurry, superficial relationships, the 
impulse-action model associated with teenagers who are still poorly endowed with 
tools for dealing with frustrations; ferocious competition with an unappealing and 
objective classroom model; thorny family relationships with little or no affection, 
contact with this alluring medium that sweeps youngsters away into pleasurable 
situations in a virtual world where they can act as they want, all foster the 
development of Internet addiction and other psychiatric problems. 

The	 most	 important	 aspect	 is	 that	 it	 would	 be	 prefereable	 that	
youngsters	 should	 use	 the	 Internet	 or	 any	 information	 communication	
technologies	(ICT),	under	supervision.	
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